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Eliminating Fraud

ADD NAME OF TRAINER AND INSTITUTION

DATE AND PLACE

Training plan
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• What is fraud?

• Why does fraud occur?

• Red flags – fraud indicators

• IT tools for red flags verification
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What is Fraud?
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What is Fraud?

Irregularity is:

 any infringement of a provision of Community (act or omission)

 impacts the general budget of the European Union
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What is Fraud?

Fraud covers a range of irregularities and illegal acts characterized

by intentional deception or misrepresentation, damaging interests of

the EU
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Intention

Illegal

action

Damage of
EU interest

FRAUD

What is Fraud?

Mismanagement/
Deceit

Offence

Irregularity
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Fraud 

or 

Irregularity?

Exercise 1.
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 1. A company was a member of a research network and
produced machinery with the support of EU funds. It fell
bankrupt and could not fulfil its contractual obligations towards
the project coordinator. Following the bankruptcy, the former
director seized the equipment which should have been delivered
to the project coordinator, and attempted to sell the product to
the network.

 2. A representative of a company made false statements
regarding eligibility for an SME status, when applying for an EU
grant. The company submitted an altered annual balance sheet
and declared lower number of employees in order to fulfil the
criteria for SME eligibility.

Fraud or Irregularity?
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 3. A University, which was a member of a consortium, submitted 
to the consortium leader a technical and financial report. In the 
financial report the University miscalculated overhead costs by 
5%.

 4. Lack of information board with figures about the EU financing 
of an infrastructure project. The board has not been made and its 
cost has not been claimed as an expenditure.

Fraud or Irregularity?
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 5. A group of independent companies was meeting to agree their
biding strategies in several call for tenders published in a region.
The companies were in a position of monopoly. They agreed upon
the prices they would submit to the selection committee.

 6. The selecting committee dispatched tender notices for
procurement of several infrastructure projects just before the
Christmas holidays with the minimum time, provided by law, left
for response from the companies.

Fraud or Irregularity?
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Opportunity

Motivation/pressure Rationalisation

Why does fraud occur?
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Practical Implications

Red flags
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Practical Implications

Red flags are: 

warning signals, hints, indicators of possible fraud!

The existence of a red flag does not mean that fraud
exists but that a certain area of activity needs extra
attention to exclude or confirm potential fraud.

Some patterns, practices and specific forms of
activity are red flags that could signal irregularities
or fraud.
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What could be a fraudulent 
behaviour behind the 
following red flags?

Exercise 2.
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Exercise 2.

• "unexplained favourable treatment of an applicant/ 
contractor over a period of time"

• "bidder's main area of activity according to its 
website is different than the scope of the tender"

• "invoice issued at the end of the year has a low 
serial number"
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Red Flags

Staff

Preparation

Evaluation

Implementation

Company

Bidding/Applying
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STAFF

Socialisation

Sudden increase in wealth

Lack of conflict of 
Interest declaration

Declined promotion

Undisclosed conflict of interest

Undisclosed side business

Favourite contractor/seller
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Preparation

• Award just below threshold
• Change to non-Competitive  

procurement
• Request for bid to one 

provider

Unjustified singly 
source award

• Purchases just under the 
threshold

• Separation of purchases  –
labour/materials

• "Smurfing"

Split purchase

Choice of procedure
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Preparation

Specification

•

• Narrower than in previous 
tenders

• Strange specification
• One bidder
• Specification=contractor's 

product/service
• Brand names in definition
• Awards to one supplier

Rigged specification

Selection criteria

• Selection Criteria favouring a 
particular supplier Rigged selection
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Evaluation

• Bids open early
• Acceptance of late bids
• Winning bids just below 

the second best

• Changes to bids after 
reception

• Bids voided for error
• Despite low interest not 

re-bidded

Leaking information

Manipulation of bids

Procedures

20



30/01/2014

11

Evaluation

• Inconsistency in supplied 
documents

• Lack of capacity
• Falsified documents
• High rate of self-

certification
• Absence of originals
• Overreliance on 

exceptions
• Delays  in selection 

Rigged selection

Verification
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Implementation

• Acceptance of low quality
• Acceptance of:

• Falsified invoices
• Self-certification
• Copies instead of originals

Conflict of interest

Corruption
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Red Flags

Procurement

StaffStaff

PreparationPreparation

EvaluationEvaluation

Implementation

Company

Bidding/Applying

23

Bidding

• High  prices by all bidders
• The same bidders
• Rotation of winning bidders
• Bidders as subcontractors
• Links between bidders
• Losers keep bidding
• Same % distance between bidders

Collusive bidding

Unbalanced bidding

• Line items bids low
• Requests for modifications in lines 

just after award
• Line items  in bids differ from line 

in contract

Bidding

24
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Application

Organisation

• E-mail address
• Phone=fax
• Gsm number
• website

Individuals

• Not on internet
• Multiply 

appearances
• Cv mismatches

Projects

• Too many 
partners

• High costs of 
generic output

• High level of 
subcontracting

Fictitious entities, individuals & 
projects
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Implementation

• Excessive labour charges
• Labour charges inconsistent
• Changes in timesheet
• Missing timesheets

Costs mischarging

• Lack/copies of supporting 
documents

• Incomplete documentation
• Apparent high pricing

Defective pricing

• Low quality, poor performance
• Discrepancies between 

specifications and results
Failure to meet 

contract specifications
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Implementation

• Invoiced goods don't exist
• Lack of acknowledgment of 

receipt
• No purchase order for invoiced 

goods

False, inflated invoices

• Service provider can't be 
identified 

• Service provider doesn't exist 
in open sources

• off-shore company

• Generic packaging
• Discrepancies in appearance
• Product identification numbers 

not correct
• Invoices don't match purchase 

order

Phantom service 
providers

Product substitution
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Implementation

• Similar actions have already 
been financed

Double funding

Plagiarism

• Undeclared sources of 
financing
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Implementation

• False certificates, balance sheets, invoices
• Errors & omissions in certificates/financial documents
• Difficulties in checking
• Sole source of income
• Reports by third parties

Lack of capacity
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Implementation

• Grant finances the whole 
project

Fictitious source of 
financing

Costs not related to 
action

• Absence of original documents
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Implementation

• Inconsistencies in reports
• Delays

• In reporting obligation
• Presentation of documents

Lack of genuine 
deliverables

Poor implementation

• Incomplete accounting 
documents

• Falsified accounting documents
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Implementation

• Perfect correlation between proposal & final report

Costs claimed

Real costs
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What could be a red flag?

Exercise 3.
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Exercise 3.

Fraud Pattern

 A district community centre received a grant under decentralised 
management and launched a call for tenders in order to provide 
training via an external contractor

 The district community centre failed to analyse market prices and 
conditions for the services to be provided

 The evaluation and selection committee included members 
without the skills necessary to evaluate the offers submitted by 
the bidding companies and who were in an unclear situation as 
regards conflict of interests

 The winning tenderer submitted a signed proposal on behalf of a 
second company, which was not aware of the submission

 The subcontractor of the first company bade for the 
same tender under different company names

34
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Exercise 3.

Red Flags

 Unjustified high prices 

 Request for change of contract

 Low number of bidders

 False documents
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Practical Implications

Detection tools

36
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Tools
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Check list

Company

People

Project

Tools - Companies

Company  registers

http://www.acci.gr

http://www.commercial-
register.sg.ch/home/worldwide.html

http://www.companieshouse.gov.uk/links/introducti
on.shtml
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Company register extract
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Google maps – Location of a big insurance company

Company location

40



30/01/2014

21

Tools - Companies' websites

IT tools

Web archives

http://www.archive.org/web/web.php

Website Domains

http://www.domaintools.com/

http://www.networksolutions.com/whois/index.jsp
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Tools - Companies' websites

http://www.networksolutions.com/whois/index.jsp
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Linked-in http://www.linkedin.com/

Facebook http://www.facebook.com/

Knowem http://knowem.com/

Pipl http://www.pipl.com/

Yasni http://www.yasni.co.uk/

123 people http://www.123people.com/

Tools - people

43
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Tools - people
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Google/bing search

Doc cop

http://www.doccop.com/

Plagiarism Detect http://plagiarism-detect.com/

Chimpsky http://chimpsky.uwaterloo.ca/

Small SEO Tools 

http://smallseotools.com/plagiarism-checker/

IT tools - Plagiarism
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 Format of documents:

 Lack of company logo

 Invoices printed on paper rather than prepared form

 Handwritten amounts

 Content of documents

 Unusual dates, amounts, notes, calculations

 Missing obligatory element

 Lack of contact details

 Circumstances

 Contractor's address = employee address

 Unusual number of payments to one payee

 Unusual delays in providing information

Falsified documents

Falsified documents
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Q&A
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